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1. Introduction

Nyayshruti is a digital initiative of the Indian judicial system that enables and facilitates
virtual court appearances through secure video conferencing.

It enables individuals such as the accused, witnesses, police officers, prosecutors, and
forensic experts to participate in judicial hearings remotely. The system is part of a larger
initiative to use technology to modernize legal proceedings.

About the Admin Role in NyayShruti

The Admin role in NyayShruti is designed to provide centralized control over the platform
and make administrative activities simpler, faster, and more organized. Through the Admin
module, administrators can manage essential platform activities from a single interface and
ensure smooth day-to-day operations.

As an Admin, you can:
« Create and manage user accounts.
e Set up and manage courts and court benches.
e Add, assign, and update judge details.
« Configure basic system settings.
e Manage roles and permissions.
o Update important user, court, and system information whenever required.

NyayShruti streamlines administrative activities by reducing manual effort and simplifying
routine processes. This helps administrators maintain accurate information and manage the
platform efficiently.

Admins also support users by:
« Managing user roles and permissions.
o Updating user, court, and judge-related information.
e Assisting users with basic technical and functional issues.
« Coordinating with judges, advocates, court staff, and other authorized stakeholders.
o Ensuring that users have the appropriate access required for their responsibilities.

Through these capabilities, the NyayShruti Admin module helps administrators maintain a
secure, organized, and efficient virtual court environment.

2. Admin Overview




How Nyayshruti Empowers the Admin’s Role

Nyayshruti is designed to support the admin with clear, organized, and easy-to-manage
tools. Each role gives the admin more control with less effort, making daily tasks smoother
and more efficient. These roles help you guide the system—not by doing more work, but
by using the platform’s automated and well-structured features.

Admins key empowered roles include:

o System Manager
Enjoy a clear overview of how the platform is running. NyayShruti keeps modules
connected, reducing the need for manual coordination

o User Administrator
Easily create and manage user accounts for judges, advocates, and staff. The system
simplifies onboarding and ensures everyone gets the right access without extra follow-
ups.

« Data Controller
Maintain accurate and secure court data effortlessly. The platform automatically
organizes and protects information, helping you rely on clean, trustworthy records.

« Access Provider
Assign permissions quickly and confidently. Role-based access controls ensure users
automatically receive appropriate privileges, reducing manual work.

« Platform Supervisor
Benefit from a system that updates itself, stays stable, and alerts you when
needed. This makes supervising the platform simple and less time-consuming.




How NyayShruti Makes the Admin’s Work Easier

NyayShruti is designed to simplify the admin’s daily tasks and reduce manual effort. Each
feature supports smoother workflows, quicker actions, and easier system management.

As an admin, you benefit from:

« AClear and Centralized Dashboard
Secure login gives you instant access to all activities in one place, helping you stay
informed without having to check multiple records manually.

« Easy Management of Courts and Users
Adding or updating courts, categories, judges, and users takes only a few clicks. The
system keeps everything organized so you don’t have to maintain separate files or follow
up repeatedly.

« Streamlined Court Proceedings
Case listings, proceedings, and live recordings are handled directly through the platform,
reducing coordination efforts and saving valuable time.

« Automatic Activity Tracking
User actions are recorded automatically, allowing you to review history logs whenever
needed—without maintaining manual logs or spreadsheets.

« Built-in Data Security
Nyayshruti takes care of data protection through system controls, helping you maintain
confidentiality without extra effort.

» User Support Made Simple
The system provides clear workflows and notifications, making it easier to guide users and
resolve issues quickly.




Why NyayShruti is Valuable for Admins

Nyayshruti is built to make the admin’s work simpler and more efficient. With everything
organized in one place, the platform reduces manual effort and supports smooth coordination.
Key benefits include:

Easy Coordination — Courts, advocates, and officials stay connected through a single
system, reducing repeated communication.

Less Manual Work — Automation minimizes errors and removes the need for
paperwork.

Quick Communication — Real-time updates help avoid delays and keep everyone
informed.

Built-in Security — Role-based access and activity logs protect data with minimal
effort from the admin.

Smoother Operations — By simplifying tasks, the platform helps the admin support a
faster and more transparent justice process.

How the Admin Works in Nyayshruti

Nyayshruti makes the Admin’s tasks straightforward by providing a secure, centralized
dashboard where everything is managed in one place. The admin can easily:

Create and update user accounts, assign roles, and set permissions with just a
few clicks.

Add and organize courts, categories, and benches without needing separate
records.

Monitor case activities, track progress, and view live sessions to ensure
smooth proceedings.

Maintain data security, supported by the platform’s built-in protection
features.

Generate reports and review system performance quickly through automated
tools.




3. Admin Access
Admin Login: https://odisha.nyayshruti.nic.in/admin

(Note: The State Admin URL is determined based on the State selected and is uniquely
configured for each State. For example, in the illustration below, the State Admin URL has
been generated for Odisha based on the selected State.)
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The State Admin access in Nyayshruti is provided through a secure, state-specific login URL.
Each State is assigned a unique administrative access link to ensure data isolation, system
security, and controlled entry into the platform.

Access is strictly restricted to authorized State Administrators through valid credentials,
ensuring that all administrative operations are conducted within a secure, authenticated, and
governed environment.

The State Admin URL is generated based on the selected State. For instance, if Odisha is
selected, a dedicated State Admin URL is created exclusively for Odisha and is not accessible
to users from any other State.

Access Control and Security

To ensure system integrity and prevent unauthorized access, the following security measures
are implemented:

* Role-based authentication is enforced for all State Admin users
* Login credentials are issued only after proper verification and administrative approval



https://odisha.nyayshruti.nic.in/admin

* Session management is applied to automatically log out inactive users
« All administrative activities are recorded in system logs for audit and compliance purpose
« Continuous monitoring is performed to detect andp prevent unauthorized access attempts

Login Process

State Admins can access the system by following the secure login procedure:

* Navigate to the assigned State Admin URL

* Enter your Admin ID or registered mobile number along with the password

» Complete captcha verification as displayed on the screen

* Click on the “Login” button

« Upon successful authentication, the system redirects to the Admin Dashboard, providing
access to all administrative controls and functionalities

Important Guidelines

» State Admin URLSs are unique and must not be shared across users or States

+ Unauthorized access attempts are strictly prohibited and continuously monitored

» Credentials must be kept strictly confidential at all times

« Any suspicious or unusual activity must be reported immediately to the system support
team.




4.Dashboard

The State Admin Dashboard in Nyayshruti functions as the primary operational interface for
monitoring and managing all administrative activities within the platform. It offers a unified
and structured view of system-level statistics, user operations, and master data, enabling
efficient governance, real-time oversight, and data-driven decision-making.

C % odishanyayshrutinicin/admin/dashboard Flaskcooge @ & % O @

Dashboard

At the top section, the dashboard presents key performance indicators (KPIs), including the
total count of Users, Courts, Judges, and Masters, providing an immediate snapshot of the
system’s overall status and scale.

The left-hand navigation panel offers structured access to core administrative modules such
as Court Categories, Court Definitions, Court Benches, Courts, Users, Roles, Judge List,
Flash Messages, and White listed IPs. This organized menu ensures seamless navigation
across all major administrative functions.

The central workspace displays graphical and analytical representations of system data,
including live court activity and aggregated statistics. It also supports filtering options, such
as Live Courts view, enabling real-time monitoring of judicial proceedings and operational
workflows.

The top-right user profile section reflects the active session context of the State Admin (e.g.,
“Admin Odisha”), ensuring clarity of the logged-in administrative authority and jurisdiction.

Overall, the dashboard is designed to deliver a comprehensive, real-time operational
overview, empowering State Admins to efficiently supervise, manage, and control the
judicial administration ecosystem through a single, integrated interface.




Sidebar Navigation

The Sidebar Navigation serves as the primary menu for accessing all administrative modules
within the Nyayshruti system. It provides quick and organized access to court management,
user administration, role management, judge records, communication tools, and security
settings. Through this menu, administrators can efficiently navigate between different system
functions and perform their day-to-day operations.

Sidebar Components

» Dashboard - Displays an overview of key
system stafistics and activities.
o Court Categories— Manage different
€ourt Catogories categories of courts.
» Court Definitions— Configure court types
e and definitions.
» Court Benches— Create and manage court
benches.
* Courts— View, add, and manage registered
courts.
45 2 Users o TUsers — Create and manage user accounts.
# Roles - Define roles and assign
46 2o Roles permissions.
» Judge List — Maintain records of judges
within the system.
48 @ Flash Messages * Flash Messages — Create and manage
svstem-wide notifications.
49 © white Listed IP e White Listed IP — Manage authorized IP
addresses for secure svstem access.
# Reports — View, generate, and export
system reports in Excel and PDF formats.

Court Benches

Courts

47 h Judge List

i 10 E Raports «




4.1 Court Categories

The Court Categories module is used to classify courts into different types or levels within
the Nyayshruti system. Categories such as District Court, Sessions Court, Family Court,
Consumer Court, or High Court help organize court records in a structured manner. Proper
categorization improves data management, reporting, searching, and workflow processing
across the platform. It also ensures consistency when creating court definitions, benches, and
courts, making administration more efficient and organized.

The Court Categories module forms the foundation of the court management structure within
the Nyayshruti system. It enables State Administrators to organize and manage courts
through a standardized hierarchical framework, ensuring consistency across all courts within
the state.

Court Categories

The court hierarchy is structured as follows:

| Court Category — Court Definition — Court Bench — Court |

Each level is interconnected, allowing administrators to efficiently navigate and manage
related court records through the available view actions. This structured approach helps
maintain accurate court data, supports effective administration, simplifies system
management, and ensures uniformity across the judicial hierarchy. By establishing these
relationships, State Administrators can efficiently oversee and manage the complete court
structure within the platform




4.2 Court Definition:

A Court Definition refers to the structured configuration of a court within the system that
defines its core identity and operational framework. It includes essential details such as court
name, type, jurisdiction, and related hierarchical setup. Court Definitions serve as the
foundation for organizing courts, enabling proper linkage with benches, categories, and other
judicial modules. This ensures a consistent structure, efficient management, and smooth
functioning of the judicial system within the application.

Court Definition

Court Definition

The Court Definition screen is used to manage and organize court definitions within the
system. It provides a structured list of courts along with their associated category and
configuration details. This module helps in maintaining the hierarchy of courts and linking
them with their respective benches.

Fields Description

Definition Name:

Displays the name of the court definition (e.g., Kandhamal, Mayurbhanj, etc.).
Court Definition Key:

A unique identifier used by the system to reference each court definition.
Category Name:

Shows the court category under which the definition is grouped (e.g., Odisha).
Listing Order:

Defines the display order of court definitions in the list.




Actions

View Benches:
Opens the list of court benches associated with the selected court definition. It helps
users view all benches configured under that specific court structure.

iii Dashboard
saneesr Court Benches

& Court Categories

Bench Name
R Court Definitions

N SDIM, Taicher
& Court Benches

& Courts Additicnal District Judge, Talcher

2 users v
Senior Civil Judge, Talcher

2 rotes
SDIM Athamallik
2 Juage List
@ Flash Messages Addl. District and Sessions Judge, Athamallik
@ White Listed IP

Asst. Sessions Judge Athmallik
Bl Reports v

Civil Judge Senior Division Athamallik

Civil Judge Senior Division, Anugul

District and Sessions Judge, Anugul

Purpose of This Module

This module helps administrators:

Organize courts in a structured hierarchy

Manage court definitions efficiently

Link definitions with benches and categories
Maintain a clear judicial structure within the system
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4.3 Court Benches

A Court Bench is a judicial unit within a court where judges hear and decide cases. Within
the system, court benches are structured under specific court definitions and court categories
to ensure proper organization and hierarchy. This structured arrangement enables efficient
management, easy access to court information, and streamlined allocation of judicial
responsibilities across the system.

Court Benches

Bench Name

SDIM, Talcher
Additional District Judge, Talcher

Senior Civil Judge, Talcher

SDIM Athamallik

‘Addl. District and Sessions Judge, Athamallik

@ white Listed 1P
Asst. Sessions Judge Athmallik

B Rreports v
Civil Judge Senior Division Athamallik

Civil Judge Senior Division, Anugul

District and Sessions Judge, Anugul

Court Benches (Module Overview)

The Court Benches screen is used to manage and display all court benches configured in the
system. It provides a structured list of benches along with their associated court definition
and category details, ensuring proper hierarchy and organization within the judicial system.

Fields Description

Bench Name:

Displays the name of the court bench (e.g., SDJM Talcher, Senior Civil Judge, etc.).
Definition Name:

Shows the court definition under which the bench is created (e.g., Anugul).
Category Name:

Indicates the court category to which the bench belongs (e.g., Odisha).

Listing Order:

Defines the display order of benches in the system list.




Actions

« View Courts:
Opens the list of courts associated with the selected bench, allowing users to view all
courts mapped under that bench.

ZADMIN ODISHA v/

Courts

Court Name Bench Name Court Type

9
T

0000000000
0000000000

Chief Judicial Magistrate Knurda,BBSR NORMAL
District and Sessions Judge, Cuttack NORMAL
Chief Judicial Magistrate Knurda,BBSR NORMAL
Chief Judicial Magistrate Khurda,BBSR NORMAL
District and Sessions Judge, Cuttack NORMAL

2 udge List

N Chief Judicial Magistrate Khurda BBSR NORMAL
& Flash Messages

@ White Listed Ip District and Sessions Judge, Cuttack NORMAL

B Reports Chief Judicial Magistrate Khurda, BBSR NORMAL
District and Sessions Judge, Cuttack NORMAL

Chief Judicial Magistrate Knurda,BBSR NORMAL

ttps:/odishainyayshrutisicin/admin/court

Other Features

e Search:
Helps users quickly find a specific court bench using keywords.

« Add:
Used to create a new court bench by entering required details such as bench name,
definition, and category.

Purpose of This Module

This module helps administrators:

Organize benches in a structured hierarchy

Link benches with court definitions and categories

Manage court setup efficiently

Easily navigate between benches and their associated courts
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4.4 Courts

A Court is a primary operational unit within the judicial system where legal cases are
registered, processed, and decided. In the system, each court is mapped under a specific
bench, court definition, and category to ensure proper hierarchy and structured organization.

Courts are configured with essential details such as court type, status, and system settings,
enabling efficient management, tracking, and control of judicial activities within the platform.
This structured setup helps in maintaining transparency, improving workflow efficiency, and
ensuring that cases are properly assigned and monitored throughout the judicial process. It
also supports seamless integration with related modules such as benches and court definitions
for better coordination and data consistency.

Courts
CourtName  Banch Name CourtType  CourtStatus  View Recordings
Chief Judicial Magistrate Khurda,BBSR NORMAL [ e ] °
District and Sessions Judge, Cuttack NORMAL [ e ] °
[P — o QI ©
Chietsusicial igstrate Knunds B55R o EEZED ©
District and Sessions Judge, Cuttack NORMAL [ s ] o
R ChietSudick Mglerave Khurca 5857 oren. QEETED ©
© et Sisictsnd Sessons 3udge, Cuttack o EEED ©
B Reports - Chief Judicial Magistrate Khurda,BBSR NORMAL [ e ] °
District and Sessions Judge, Cuttack NORMAL - O
[ — o QEETED ©

I

0000000000

£ Judge List

©
©
(-]
©
©
(-]
©
©
©
e

sttpsy//odishanyayshrutinicin/admin/court

Court Listing Screen (Overview)

The Court Listing screen displays all courts configured in the system in a structured tabular
format. It provides a centralized view of court details along with their assigned bench, type,
status, and configuration settings, helping administrators manage and monitor court data
efficiently.

Column Description

e Court Name:
Displays the unique identifier or name of the court (e.g., 48, 49, 50, 51, etc.).
Bench Name:
Shows the assigned court bench under which the court operates (e.g., Chief Judicial
Magistrate, Khurda, BBSR; District and Sessions Judge, Cuttack).
Court Type:
Indicates the type of court (e.g., NORMAL).




Court Status:
Shows the current status of the court (e.g., Active / Inactive).
View Recordings:

Indicates whether court hearing recordings are enabled or available.

Recordings - 48

Filter Recordings

Allows users to filter recordings by selecting a date range.

Start Date: From date (dd-mm-yyyy)

End Date: To date (dd-mm-yyyy)

Filter: Applies selected date range

Cancel: Closes filter without applying changes

Helps quickly find recordings within a specific time period.

Configuration: Displays system-level configuration settings for the court.

Court Configuration —

Live Stream Data

This section is used to manage live streaming details for Court

o Title: Enter the title of the live broadcast or hearing session.




vICour( Configuration of Court - 48 I

« Description: Provide a brief description of the broadcast content or case details.

Actions

Create Broadcast: Starts a new live stream for the selected court using the provided
title and description.

History:

Maintains logs and past changes related to the court.

ifl Dashtoard IActivity log of court 48 I

& Court Categories
£ court Definitions
£ Court Benches
& couns No activity log found
2 usersv

& roles

& dudge List

® Flash Messages

@ White Listed 1P

B Reports -

Listing Order:

Defines the order in which courts are displayed in the system.

Auto Streaming:

Shows whether automatic streaming is enabled (true/false).

Actions:

Provides options to manage each court record, such as View, Edit, and Delete.
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4.5 Users

The AIll Users module provides a complete list of all registered users in the system. It helps
administrators view, monitor, and manage user accounts from a single centralized screen.

It typically includes key details such as user name, role, contact information, assigned court, and
account status, enabling efficient user management, access control, and system oversight. This looks
like the Users module listing page, which displays all registered users in the system along with
their basic identity and access details.

This screen provides a centralized view of all system users, mainly for administrative management
and monitoring. It helps an admin quickly search, review, and manage user accounts.

e Lo ON @)
R Court Categories

ail
& Court Definitions

Awinash umar | 9438153308 awinash kr79@nic.in
A& Court Benches

BRAJAKISHORE MuDUL 8917585502 brajakishormuduli09@gmail.com
R courts
CHANDRA SEKHAR JENA 8917233078 jchandrasekhar730@gmail.com
DARABARI NAYAK 9437670260 darabari44@gmailcom
GANESH SAHOO 8895812304
IJHUNILATA BEHERA 8456890482

JUDHISTIR ROUT 9937383530

MANJULATA PAIKARAY 7328094136

Key Information shown in the table

Each row represents one user and includes:

4.5.1 First Name / Last Name — User identity details

4.5.2 Phone Number — Contact information for communication

4.5.3 Email — Registered email ID (often used for login and notifications)

4.5.4 Role — Defines system access level (e.g., ADMIN, POLICE)

4.5.5 Action — Used for managing the user (edit, view, activate/deactivate, etc.)

What this module is used for

4.5.6 Viewing all registered users in one place
4.5.7 Identifying user roles (Admin vs Police users, etc.)
4.5.8 Searching and filtering users for quick access




4.5.9 Supporting user management operations like updates or status control

4.5.10Maintaining system security and access control

Adding a New User
1. Please click on add button mentioned as below Screenshot to add a new User:

o2

i Dashboard
& Court Categories
& Court Definitions
& Court Benches
& courts
2 Users -

=

2 Masters

A Judges

& Advocate

R Party In Person

& Prosecutor

20 Admins

& prison

2 Police Station

2 Guest user

Users
First Name ast Nar Phone Number Email
DISTRICT JAIL BARAMULLA 9419064941 dibaramulia-@nicin
Oistrict Jail Bhaderwah 7006021307 dibhaderwah jk@jk govin
DISTRICT JAIL KATHUA 9541460881 djkathu
OISTRICT JAIL KISHTWAR 7006476141 dikishwarJk@nicin
DISTRICT JAIL KUPWARA 7006321008 dkupwarajk@nicin
DISTRICT JAIL RAJOURI 9419672026
forensic 7889598495 dfslmugikpolice.govin
forensic 7006638040 aasthap SI0@gmailcom
MANZOOR AHAMD SHEIKH 9090909090 test@gmailcom

SIRAY AHMAD DAR 9075140669 skazil616@gmailcom

.

2. Click on the “Add New User” or “+” button.
3. Choose the appropriate Role (such as Judge, Advocate, etc.).

[For Example if we want to create New Admin Select admin Role as

per below Screenshot]




What can be filled

Role: Select user role (e.g., ADMIN, POLICE)
First Name / Last Name: User identity details
Phone Number: 10-digit contact number
Email: Valid email ID

State/Location: User’s state (e.g., Odisha)

Court Mapping

Court Definition: Select court type (District Court, CIM, etc.)
Court Bench: Select bench under the court
Court: Select specific court for user mapping

Enter the user’s First Name and Last Name.
Provide a valid Phone Number for contact and verification.
Enter the user’s Email Address, which will be used for login.
. Take a moment to review all the information to ensure it is correct.
Click Save or Submit to create the account.
Once approved, the new user will appear in the list and can access the platform based
on their assigned role.

Note: For users assigned the Master or Judge role, Court Category (State), Court
Definition (District), Court Bench, and Court Number must be specified to ensure
accurate court mapping.




Actions

« Cancel: Discard changes
o Save: Update user details

EDIT USER
It allows an administrator to modify user information and assign court-related access settings.

To edit Details for any user click on edit button

4 e Phane Number Email
udges

DISTRICT JAIL BARAMULLA 9419064941 djbaramulia-jk@nicin
& Advocate

District Jail Bhaderwah 7006021307 djbhaderwah-jk@ik govin
®! Party In Person

2o DISTRICT JAIL KATHUA 9541460881 djkathua-jk@nic.in
! Prosecutor

DISTRICT JAIL KISHTWAR 7006476141 djkishwar-k@nicin
20 Admins jiishwar-jki@nic
& prison DISTRICT JAIL KUPWARA 7006321096 djkupwara jk@nic.in
2 Police Station DISTRICT JAIL RAJOURI 9419672026 djeajouri-jk@nic.in

2 Guest user s 7889598495 ddfslimuikpolice govin
2, Deleted rensic 7006638040 aasthap 310@gmailcom
2. Un-Verified MANZOOR AHAMD SHEIKH 9090909090 test@gmailcom
& Roles SIRAJ AHMAD DAR 9075140669 skazil6l6@gmail.com
2 Judge List

® Flash Messages .

© White Listed 1P

This screen is used to update and manage an existing user’s details, specifically for an
ADMIN user.




Edit Password
9 = o

Users
Masters

First Name Phone Number Email
Judges

DISTRICT JAIL BARAMULLA 9419064941 djbaramulla-jk@nic.in
Advocate

District Jail Bhaderwah 7006021307 djbhaderwah-jk@jk govin
Party In Person

DISTRICT JAIL KATHUA 9541460881 djkathua-jk@nic.in
Prosecutor

in DISTRICT JAIL KISHTWAR 7006476141 dikishwar-jk@nicin
oy DISTRICT JAIL KUPWARA 7006321098 djkupwarajk@nicin
Police Station DISTRICT JAIL RAJOURI 9419672026 dirajouri-jk@nicn
Gusstuser forensic 7889598495 dafsimu@jkpolice gov.in
2. Doleted forensic 7006638040 aasthap NI0@gmailcom
2 Un-Verified MANZOOR AHAMD SHEIKH 9090909090 test@gmailcom

& Roles SIRAY AHMAD DAR 9075140669 skazil616@gmailcom

& Judge List N

= u E . g

© White Listed IP




Reset Password — About this Screen Fields

« Enter New Password
o Re-Enter New Password

Actions

e RESET: Updates the password
e« CANCEL (if available): Closes without saving

User Details Section

Delete User — Confirmation Dialog
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Delete User

This dialog appears when an administrator attempts to remove a user from the system.

Message

Are you sure you want to remove this user?

Actions

NO

Cancels the delete operation and keeps the user unchanged.
YES

permanently removes the user from the system.




Purpose

To prevent accidental deletion and ensure the admin confirms before removing a user record.

All Users: Filter Users by Role

e

8 Al
Users
*2 Masters
i First Name Phone Number Email
DISTRICT JAIL BARAMULLA 9419064941 dibaramulla-jk@nic.n PRISON
& Advocate

e - District Jail Bhaderwah 7006021307 djbhaderwah-jk@jk govin PRISON
! Party In Person

. DISTRICT JAIL KATHUA 9541460881 dijkathua-jk@nicin PRISON
! Prosecutor

e Aok DISTRICT JAIL KISHTWAR 7006476141 djkishwar-jk@nic.in PRISON

& prison DISTRICT JAIL KUPWARA 7006321098 dijkupwara-jk@nic.in PRISON
2 police station DISTRICT JAIL RAJOURI 9419672026 dirajouri-jk@nic.in PRISON
2 Guestuser 7869598495 ddfsljmu@jkpolice.govin PRISON
2, Deloted 7006638040 sasthap3i0@gmailcom PRISON
2 Un-Verified MANZOOR AHAMD SHEIKH 9090909090 test@gmailcom POLICE

£ Roles SIRAJ AHMAD DAR 9075140669 skazil6I6g@gmail.com POLICE

& Judge List -

[ R—— - N-K K:

@ White Listed 1P

Filter Process

> Go to the “Users” section from the sidebar menu.
» Click the “Filter” button at the top-right of the Users page.

> In the Filter Options pop-up, select one or more user roles (e.g., Admin, Advocate,
Judge, Public, etc.).

» Click “Submit” to apply the selected filter.
> The user list will refresh and display only users matching the selected role(s).
> To remove the applied filters, click “Clear Filter”.




Masters Module — About

The Masters module is a system configuration section used to manage static reference data
that supports the entire application.

It defines the standard values and structures required for courts, users, and other system
operations.

Masters
First Name o Phone Number Email
Anil Kumar chera 8240214535 anilkunu22@gmailcom
Bikram 917304288 bikramdads36@gmailcom
1000000001 master.onegtst.com
1000000002 master.2@tstcom
7377336247 janisairendri2s@gmailcom
20 Admins
9437508277 sandhyaranisarangil74@gmailcom
2 stateadmin
2 Deleted
2, Un-Verified
2 Roles
2, 1udge List
@ Flash Mossages
@ wnite Listed 1P

B reports v

Masters Module

The Masters module is used to manage master records (reference data entries) in the
system. It stores basic user-related information along with their court mapping details,
which are used for system configuration and administration.

First Name

Last Name

Phone Number

Email

Court (mapped court ID or assigned court)
Action (Edit / View / Delete)

Edit Master




User Details Section

Role (MASTER / other roles if allowed)
First Name

Last Name

Phone Number

Email

State

Court Mapping Section

District
Court

CANCEL
SAVE

Maintain master reference records in a centralized place

Map users with courts where required

Support system configuration and administrative control

Ensure structured and consistent reference data across the application

Edit Password




Reset Password — About this Screen Fields

« Enter New Password
e Re-Enter New Password

Actions

e RESET: Updates the password
e CANCEL (if available): Closes without saving

Delete User — Confirmation Dialog




Message
e Are you sure to remove the user?

Actions
¢ NO: Cancel delete operation

e YES: Permanently remove the user

Note: As described in detail for Master User creation and updates, the process for creating and

updating other roles will be similar.

Admin Definition: Platform Admin (Judiciary & Police Network)

A Platform Admin is the IT manager and digital gatekeeper responsible for running a state’s
secure court-and-police network.

o

Phone Number

2020202020
9438153308

9437900550

Core Responsibilities:

e Access Control: Managing user accounts for police and court staff.
e System Maintenance: Keeping the network secure, online, and running smoothly.
« Data Oversight: Protecting sensitive legal data and tracking user activity logs.




Create New Admin:

Admin Process — Create New User (Short)

1. Admin enters user details:
o First Name, Last Name, Phone Number, Email
o Category, Court Definition, Court Bench, Court
o Password/Confirm Password or Auto-generate Password
. System validates:
o Mandatory fields are completed.
o Email and Phone Number are unique.
o Password and Confirm Password match.
. On Save:
o User record is created.
o Password is securely encrypted/hashed.
o Selected category and court details are assigned.
o Audit log is recorded.
. System displays ""User created successfully' and redirects to the User List page.
. On Cancel:
o Discard changes and return to the User List page.




Admin Process — Edit User

. Admin updates user details:

o First Name, Last Name, Phone Number, Email

o Category, Court Definition, Court Bench, Court
. System validates:

o Mandatory fields are completed.

o Updated Email and Phone Number are unique (excluding the current user).
. On Save:

o User information is updated in the database.

o Updated category and court mappings are saved.

o Audit log is recorded.
. System displays ""User updated successfully.” and redirects to the User List page.
. On Cancel:

o Discard changes and return to the User List page.




Admin Process — Reset Password

Admin enters:

o New Password

o Re-Enter New Password
System validates:

o Both fields are completed.

o Passwords match.
o Password meets security requirements (if applicable).
On Reset:
o Password is securely encrypted/hashed and updated.
o Password reset action is logged in the audit trail.
System displays ""Password reset successfully.
If validation fails:
o Display appropriate error message (e.g., ""Passwords do not match.™).




Admin Process — Delete User (Short)

Admin clicks Delete for a user.
System displays the confirmation message: "*Are you sure to remove the user?"
On Yes:
o User record is deleted (or marked as inactive, based on business rules).
o Deletion action is logged in the audit trail.
o System displays ""User deleted successfully."
On No:
o Delete operation is cancelled.
o User remains unchanged.

Admin — Core Responsibilities

Manage user accounts (Create, Edit, Delete, and Reset Password).

Review and maintain user information and access permissions.

Assign and update Categories, Court Definitions, Court Benches, and Courts.
Monitor user activities and system usage.

Ensure data accuracy, security, and compliance with organizational policies.
Maintain audit logs of administrative actions.

Resolve user access and account-related issues.

State Admin — Definition

A State Admin is an authorized user responsible for managing users, court-related
configurations, and administrative activities within a specific state. The State Admin

oversees user access, maintains state-level data, ensures compliance with organizational
policies, and supports the smooth operation of the system for their assigned state.

State Admin




State Admin — Create New User

State Admin enters user details:

o First Name, Last Name, Phone Number, Email

o Category, Court Definition, Court Bench, Court

o Password / Confirm Password or Auto-generate Password
System validates:

o Required fields are filled

o Email and Phone Number are unique

o Password and Confirm Password match
On Save:

o User is created under the selected state scope

o Password is securely encrypted/hashed

o Category and court mappings are assigned

o Audit log is recorded
System shows "*User created successfully.™ and returns to the user list
On Cancel:

o No data is saved and user is redirected back

State Admin — Responsibilities

Manage users within the assigned state (Create, Edit, Delete, View).

Assign and maintain Categories, Court Definitions, Court Benches, and Courts.
Monitor and control user access and permissions at state level.

Reset passwords and handle account-related issues.

Review and maintain state-specific court and user data.

Ensure data accuracy, security, and compliance with policies.

Maintain audit logs of all administrative activities.

Support smooth operation of the system within the assigned state.




4.6 Roles

About This Screen — Role Master (Role Configuration)

The Role Master screen is used to define and manage all system roles within the application.
It acts as the central configuration point for Role-Based Access Control (RBAC), ensuring
that each user category has a clearly defined system role and controlled access to modules
and features.

This screen maps user-friendly role labels (displayed in Ul) to system role identifiers (used
in backend authorization logic), such as ROLE_ADMIN, ROLE_JUDGE, etc.

It helps administrators:

Maintain a standardized list of system roles

Ensure consistent role naming across modules

Support secure access control and permission assignment

Avoid duplication or mismatch between Ul labels and backend roles

The Roles module is used to define and manage user access levels and permissions in the
system.




4.7 Judge List

The Judge List is a system role assigned to judicial officers who preside over court
proceedings within the platform.

It allows judges to log in as court authorities, conduct and manage virtual hearings, and
oversee case proceedings in a controlled and secure environment.

Core Purpose

To enable authorized judges to conduct digital court sessions, manage hearings, and deliver

judicial decisions through the system while maintaining strict access control and separation
from administrative functions.

Judge List

Preside over hearings and court sessions

Review case files, evidence, and recordings

Pass orders, judgments, and rulings

Monitor proceedings conducted in the courtroom module
Access case history, exhibits, and forensic inputs

Ensure legal compliance and fair trial conduct

System Access Scope

Court Room module (full access during proceedings)
Case Records and Case History

Hearing/Recording review and playback
Order/Judgment submission interface

Limited administrative visibility (based on configuration)




Access Nature

o High-level privileged role
e Read + Decision + Approval permissions
¢ No system configuration rights (unless explicitly granted via admin policy)

Create New Judge (Screen Description)

The Create New Judge screen is used to add a new judge profile into the system and assign a
user account with judicial privileges.

Name: Enter the full name of the judge
Upload Judge Image: Upload a profile image for identification and display
purposes

Actions

CREATE: Saves the judge details and adds the judge to the Judge List
CANCEL.: Discards the entry and returns to the previous screen without
saving

Purpose

This screen ensures that each judge is properly registered in the system with a verified
identity and can be linked to the Judge role (ROLE_JUDGE) for conducting and managing
court proceedings.




Create New Judge (Screen Description)

The Create New Judge screen is used to add a new judge profile into the system and assign a
user account with judicial privileges.

o Name: Enter the full name of the judge
¢ Upload Judge Image: Upload a profile image for identification and display purposes

Actions

e CREATE: Saves the judge details and adds the judge to the Judge List

e CANCEL.: Discards the entry and returns to the previous screen without
saving

Purpose

This screen ensures that each judge is properly registered in the system with a verified
identity and can be linked to the Judge role (ROLE_JUDGE) for conducting and managing
court proceedings.

Delete Judge (Confirmation Dialog)

The Delete Judge dialog is displayed when a user attempts to remove a judge profile from
the system.

Message

e Are you sure you want to delete this judge?




Actions

¢ NO: Cancels the delete operation and closes the dialog without making any changes
e YES: Permanently removes the judge record from the system

Purpose

This confirmation step ensures that judge profiles are not deleted accidentally and provides a
safeguard before performing a permanent removal action.

Delete Judge (Confirmation Dialog)

The Delete Judge dialog is displayed when a user attempts to remove a judge profile from
the system.

Message
Are you sure you want to delete this judge?

Actions

NO: Cancels the delete operation and closes the dialog without making any
changes

YES: Permanently removes the judge record from the system

Purpose

This confirmation step ensures that judge profiles are not deleted accidentally and provides a
safeguard before performing a permanent removal action.
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4.8 Flash Message — Definition

A Flash Message is a system-generated or admin-created notification used to instantly
communicate important information to selected users based on their role and/or court
assignment.

Flash Messages

Purpose

It is used to deliver urgent updates, alerts, instructions, or announcements that require
immediate user attention within the system.

Key Characteristics

Time-sensitive and short messages
Visible instantly upon user login or dashboard access
Targeted based on:
45.1 User Role (e.g., Judge, Advocate, Police)
45.2  Court (specific court or multiple courts)
Helps ensure fast and controlled communication across the judicial system

Usage Examples

Court schedule updates
System maintenance alerts
Hearing-related instructions
Administrative notices




Behavior

o Displayed prominently in the user interface (dashboard/banner/notification

area)
e Can be active for a limited duration or until manually removed

Create New Flash Message (Screen Description)

The Create New Flash Message screen is used to broadcast quick notifications or alerts to
selected users within the system based on role and court assignment.

Fields

e Enter Flash Message
Input the message content that will be displayed to users as a system alert or
notification.

e Select Role
Choose the target role(s) that should receive the flash message (e.g., Judge, Advocate,
Police).

e Select Court
Select the specific court(s) where the flash message should be visible or applicable.

Actions

o CREATE
Publishes the flash message to the selected roles and courts.
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e CANCEL
Discards the message and returns to the previous screen without saving.

Purpose

This feature enables administrators to send real-time important updates, alerts, or
instructions to targeted users, ensuring timely communication across courts and roles.

4.9 White Listed IP — Definition

A White Listed IP is a security control feature that restricts system access to only approved
IP addresses.

White Listed IP

Purpose

It is used to enhance system security by allowing access only from trusted networks or
devices, preventing unauthorized login attempts.

Key Functionality

Only IP addresses added to the whitelist are allowed system access

All other IP addresses are automatically blocked

Helps control and monitor secure access to sensitive judicial data and modules
Can be applied at user level, role level, or system (platform) level depending on
configuration




Use Case
« Allowing access only from court premises or official government networks

¢ Restricting external or unknown access attempts
« Securing administrative and judicial operations

Security Benefit

Ensures that the system is accessible only from trusted and pre-approved locations,
reducing the risk of unauthorized access and cyber threats.

Create New IP (White Listed IP) — Screen Description

The Create New IP screen is used to add a trusted IP address to the system whitelist for
secure access control.

Fields

« |P
Enter the IP address that should be allowed access to the system.

Country
Specify the country associated with the IP address for identification and tracking

purposes.

Remarks
Add optional notes or comments (e.g., purpose of access, department, location, or

approval details).




SAVE

Adds the IP address to the whitelist and enables system access from this IP.
CANCEL

Discards the entry and returns to the previous screen without saving.

Purpose

This screen ensures that only approved and trusted IP addresses are granted access to the
system, improving security and preventing unauthorized access attempts.

4.10 Reports

The Reports module in the NyayShruti application enables administrators to generate and
review court session-related reports. It provides insights into court session attendance and
consolidated session data for a specified date range, supporting monitoring, auditing, and
administrative decision-making.
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Generates attendance reports for court sessions.

Displays attendance data for a specified date range.

Allows filtering by court (if applicable).

Supports attendance verification, monitoring, and record maintenance.
Assists in preparing attendance-related administrative reports.




@
wm@sjﬁ

@ ciyiss

Court Session Attendance Report

The Court Session Attendance Report is used to view and generate attendance records of court
sessions conducted within a selected date range. It helps administrators monitor session attendance
and review attendance data for reporting and record-keeping purposes.

¢
ICourt Session Attendance Reportl<:

Start Date: Select the date from which you need the attendance report (Format: DD-
MM-YYYY).

End Date: Select the date up to which you need the attendance report (Format: DD-
MM-YYYY).

Click Apply to generate the attendance report.

Click Clear to reset or clear the selected date fields.

Note: Simply enter the required date range and click Apply to generate the report.




Court Session Consolidated Report

The Court Session Consolidated Report provides a consolidated summary of court sessions
conducted within a specified date range. It enables administrators to review session details
across one or more courts in a single report, making it easier to monitor overall court
activities and generate comprehensive reports.

<
ICourt Session Consolidated Report I

Report Information

Start Date: Select the starting date for the report in DD-MM-YYYY format.

End Date: Select the ending date for the report in DD-MM-YYYY format.

Court (Optional): Select a specific court from the dropdown to generate the consolidated
report for that court. If no court is selected, the report includes data for all available courts
(subject to system configuration).

Apply: Click Apply to generate the consolidated report based on the selected criteria.
Clear: Click Clear to reset all selected filters and date fields.




5 Conclusion

The Nyayshruti State Admin User Manual provides a comprehensive and structured
overview of the administrative capabilities, workflows, and system architecture designed to
support effective judicial governance. The platform has been developed as a centralized,
secure, and scalable solution that enables State Administrators to efficiently manage courts,
users, judges, roles, permissions, and system configurations within a unified digital
environment.

By consolidating all key administrative functions into a single platform, Nyayshruti
significantly reduces operational complexity, minimizes manual intervention, and enhances
consistency across judicial processes. Its role-based access control mechanism, hierarchical
court structure, and integrated monitoring tools ensure that every action within the system is
governed, traceable, and aligned with established administrative policies.

The system further strengthens governance through real-time monitoring, audit logging, and
structured communication tools such as flash messages and notifications. These capabilities
promote transparency, accountability, and timely dissemination of critical information across
all levels of the judicial ecosystem.

By adhering to the procedures and guidelines outlined in this manual, State Administrators
are empowered to:

Maintain high standards of data accuracy, integrity, and consistency across all
modules

Enforce secure and policy-driven access control for users across different roles and
jurisdictions

Streamline administrative workflows related to court, user, and judicial resource
management

Improve coordination and operational efficiency between courts, benches, and
administrative units

Ensure compliance with organizational rules, security standards, and judicial
protocols

Support informed decision-making through centralized dashboards and system-
generated insights

In essence, Nyayshruti serves as a unified digital backbone for state-level judicial
administration, enabling efficient governance through automation, structured hierarchy, and
robust security mechanisms. It empowers State Administrators to manage complex judicial
operations with greater clarity, control, and confidence while ensuring reliability, scalability,
and long-term operational sustainability of the platform.
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»Support and Helpdesk Email : support-nyayshruti@nic.in

»For more information, visit https://nyayshruti.nic.in

For technical or functional support, please contact:

Q5 NyayShruti Support Helpline: +91 1124305000
(Extension: 63009)







